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Statement 

At The Village Pre-school E17 Data Protection is important, not because it is about 
protecting data, but because it is about protecting people. 

People can be harmed if their data is misused, or if it gets into the wrong hands, through 
poor security or through careless disclosures. 

They can also be harmed if their data is inaccurate or insufficient and decisions are 
made about them, or about what services to provide them with. 

 

Data on Staff, Volunteers, Students on placements and Management Committee 

This policy applies to all Staff, Volunteers, Students and Management Committee 
members. 

This policy does not form part of your contract of employment and may be changed from 
time to time in line with current best practice and statutory requirements, and to ensure 
that business needs are met. You will be consulted and advised of any changes as far in 
advance as possible of the change being made, unless the change is required by 
statute. 

Staff will be informed about data protection issues, and their rights to access their own 
personal data through the organisational Induction. 



Compliance with this policy is a condition of employment and any deliberate breach of 
this policy will result in disciplinary action, which may include dismissal and possible 
legal action. 

All data/information processed by the organisation is covered by this policy.  

The organisation holds personal data about you. In your employment contract you have 
consented to the data being used as set out in the contract. 

The Data Protection Act 1998 and subsequent updates protects employees against the 
misuse of personal data, and covers both manual and electronic records. 

The Act requires that any personal data held should be: 

· processed fairly and lawfully; 

· obtained and processed only for specified and lawful purposes; 

· adequate, relevant and not excessive; 

· accurate and kept up to date; 

· held securely and for no longer than is necessary; and 

If you access another employee's records without authority this will be treated as gross 
misconduct and is a criminal offence under the Data Protection Act 1998, section 55.  

 

Purposes for Which Personal Data may be Held 

Personal data relating to employees may be collected primarily for the purposes of:  

· recruitment, promotion, training, redeployment, and/or career development; 

· administration and payment of wages and sick pay; 

· calculation of certain benefits including pensions; 

· disciplinary or performance management purposes; 

· performance review; 

· recording of communication with employees and their representatives; 

· compliance with legislation; 

· provision of references to financial institutions, to facilitate entry onto 

educational courses and/or to assist future potential employers; and 

· staffing levels and career planning. 

 

 

 



The organisation considers that the following personal data falls within the categories 
set out above: 

· personal details including name, address, age, status and qualifications. Where 
specific monitoring systems are in place, ethnic origin and nationality will also be 
deemed as relevant; 

· references and CVs; 

· emergency contact details, DBS number and next of kin for all staff; 

· notes on discussions between management and the employee; 

· appraisals and documents relating to grievance, discipline, promotion, 

  demotion, or termination of employment; 

· training records; 

· salary, benefits and bank/building society details; and 

· absence and sickness information and medical information. 

 

 

Employees or potential employees will be advised of the personal data which has been 
obtained or retained, its source, and the purposes for which the personal data may be 
used or to whom it will be disclosed. 

The organisation will review the nature of the information being collected and held on an 
annual basis to ensure there is a sound business reason for requiring the information to 
be retained. 

 

Sensitive Personal Data - This data will not be collected 

 

Sensitive personal data includes information relating to the following matters:  

· the employee’s racial or ethnic origin; 

· his or her political opinions; 

· his or her religious or similar beliefs; 

· his or her trade union membership; 

· his or her physical or mental health or condition; 

· his or her sexual orientation; or 

· the commission or alleged commission of any offence by the 

employee. 



 

Data about Children, Families and Carers 

The organisation considers that the following personal data falls within the categories 
set out above: 

· personal details including name, address, age, and status. Where specific monitoring 
systems are in place, ethnic origin and nationality will also be deemed as relevant. 

· emergency contact details; 

· notes on discussions between management and the family or carers; 

· records or reports about progress or education needs. 

· absence and sickness information and medical information, 

· Behaviour management plans and incidents 

· Care plans and SEN plans 

· Data passed to the organisation regarding safeguarding issues. 

 

Responsibility for the Processing of Personal Data 

The organisation’s Data Controller is the Office manager who is responsible for ensuring 
all personal data is controlled in compliance with the Data Protection Act 1998. 

Employees who have access to personal data must comply with this Policy and adhere 
to the procedures laid down by the Data Controller. Failure to comply with the Policy and 
procedures may result in disciplinary action up to and including summary dismissal.  

 

Use of Personal Data 

To ensure compliance with the Data Protection Act 1998 and in the interests of privacy, 
confidence and good relations, the disclosure and use of information held by the 
organisation is governed by the following conditions: 

· personal data must only be used for one or more of the purposes specified in this 
Policy; 

· Documents may only be used in accordance with the statement within each document 
stating its intended use; and 

· provided that the identification of the individual employees is not disclosed, aggregate 
or statistical information may be used to respond to any legitimate internal or external 
requests for data (e.g., surveys, staffing level figures); and 

· personal data must not be disclosed, either within or outside the organisation, to any 
unauthorised recipient. 



 

Personal Data Held for Equal Opportunities Monitoring Purposes 

Where personal data obtained about staff, candidates for employment, volunteers, 
students on placement and people who use the services will be held for the purpose of 
Equal Opportunities monitoring, all such data must be made anonymous. 

 

 

Disclosure of Personal Data of staff 

Personal data may only be disclosed outside the organisation with the employee’s 
written consent, where disclosure is required by law or where there is immediate danger 
to the employee’s health. 

 

Disclosure of Personal Data of children and Families or Carers 

Personal data may only be disclosed outside the organisation with the written consent, 
where disclosure is required by law or where there is immediate danger to the child 

a. Safeguarding 

b. Criminal activity 

c. Ethical queries 

d. Situations where there maybe immediate danger, e.g. suicidal; 

Guidance which is specific to Safeguarding and care can be found at 

www.ecm.gov.uk/deliveringservices/informationsharing 

 

Accuracy of Personal Data 

The Village Pre-school E17 will review personal data regularly to ensure that it is 
accurate, relevant and up to date. 

In order to ensure that our files are accurate and up to date, and so that the organisation 
is able to contact the employee or, in the case of an emergency, another designated 
person, employees must notify their line Manager or the Office manager as soon as 
possible of any change in their personal details (e.g., change of name, address; 
telephone number; loss of driving license where relevant; next of kin details, etc.).  

 

 

 

 

http://www.ecm.gov.uk/deliveringservices/informationsharing


Access to Personal Data (“Subject Access Requests”) 

Employees and those using the services have the right to access personal data held 
about them. The organisation will arrange for the person requesting information to see or 
hear all personal data held about them within 21 days of receipt of a written request.  

 

Retention of records 

The organisation follows the retention periods recommended by the Information 
Commissioner in its Employment Practices Data Protection Code. 

See appendix A 

 

Data about Children, Families and Carers that is required by Ofsted for 

three years 

See Appendix B 

 

Related Policies 

· Confidentiality Policy 

· Disciplinary Procedure 

· Equality and Diversity Policy 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Policy reviewed and updated September 2021



Appendix A 

Record 
Statutory retention 
period 

Statutory authority 

Accident books, accident 
records/reports 

3 years after the date of 
the last entry or until 
next Ofsted inspection 

The Reporting of Injuries, 
Diseases and Dangerous 
Occurrences Regulations 2013 
(RIDDOR) 

Safeguarding reports 
Up until the child in the 
report turns 24. 

 

Accounting records 

3 years for private 
companies, 6 years for 
public limited 
companies 

Section 221 of the Companies 
Act 2013 

Income tax and NI returns, 
income tax records and 
correspondence with the 
Inland Revenue 

not less than 3 years 
after the end of the 
financial year to which 
they relate 

The Income Tax 
(Employments) Regulations 
1993 
(SI 1993/744) 

Statutory Maternity Pay 
records, calculations, 
certificates (Mat B1s) or other 
medical evidence 

3 years after the end of 
the tax year in which 
the maternity period 
ends 

The Statutory Maternity Pay 
(General) Regulations 1986 
(SI 1986/1960) 

Statutory Sick Pay records, 
calculations, certificates, self-
certificates 

3 years after the end of 
the tax year to which 
they relate 

The Statutory Sick Pay 
(General) Regulations 1982 
(SI 1982/894) 

Wage/salary records (also 
overtime, bonuses, expenses) 

6 years Taxes Management Act 1970 

 

 

 

 

 

 

 

 

 

 



Appendix B 

Ofsted requirements and Data Protection Retention and Archives 

We will keep the following written records. 

· The name, home address and date of birth of each child. 

· The name, home address and phone number of the child’s parent. 

· The name, home address and phone number of everyone living or working in the 
premises where the childcare is provided – or the part of the premises where the 
childcare is held. 

· A daily record of the hours you care for the child. 

· A record of accidents that happen on the premises. 

· A record of any medicine given, including the date and details of any medicine given 
and who gave the medicine. 

· A record for parents to sign, to say that staff can give medicines (see note 2 below). 

· A record of your risk assessment. 

· A statement on keeping children safe. 

· A statement on dealing with complaints. 

· A written record of any complaints, the results of the investigation and any action taken. 

· We will keep a record of visitors. This is good practice because it is one way that we 
can keep children safe. 

 

 

 

 

 

 

 

 

 

 

 

 

 



Appendix C 

Acceptable use of computers, computerized equipment 

Computers 

1. Information contained on the settings computers should be identified as confidential 
or not confidential. Examples of confidential information include but are not limited to: 
company information and plans, competitor sensitive, users lists, and research data. 
Employees should take all necessary steps to prevent unauthorized access to this 
information. 

2. All PCs, laptops and workstations should be secured with a password-protected 
screen saver. Keep passwords secure and do not share accounts. Authorized users are 
responsible for the security of their passwords and accounts. 

3. Postings by employees from a Village Pre-school E17 email address to newsgroups 
should contain a disclaimer stating that the opinions expressed are strictly their own 

4. Employees must use extreme caution when opening e-mail attachments received 
from unknown senders, which may contain viruses, e-mail bombs, or Trojan horse code. 

5. Employees using ‘Facebook’ or other social media should not add current 
parents/carers as ‘friends’ unless they had known them already before their child joined 
the pre-school. Pre-school children should not be added as ‘friends’ until are 18 years 
old. Employees must not write about the pre-school – its staff, children or parents/carers 
in a negative manner on Social Media 

Unacceptable Use 

The following activities are, in general, prohibited. 

Under no circumstances is an employee of the Village Pre-school E17 authorized to 
engage in any activity that is illegal under local, national or international law while 
utilizing Village Pre-school E17 -owned resources. 

The lists below are by no means exhaustive, but attempt to provide a framework for 
activities which fall into the category of unacceptable use. 

The following activities are strictly prohibited, with no exceptions: 

1. Violations of the rights of any person or company protected by copyright, trade secret, 
patent or other intellectual property, or similar laws or regulations, including, but not 
limited to, the installation or distribution of "pirated" or other software products that are 
not appropriately licensed for use by the Village Pre-school E17 

2. Unauthorized copying of copyrighted material including, but not limited to, digitization 
and distribution of photographs from magazines, books or other copyrighted sources, 
copyrighted music, and the installation of any copyrighted software for which the Village 
Pre-school E17 or the end user does not have an active license is strictly prohibited.  



3. Exporting software, technical information, encryption software or technology, in 
violation of international or regional export control laws, is illegal. 

4. Introduction of malicious programs into the network or server (e.g., viruses, worms, 
Trojan horses, e-mail bombs, etc.). 

6. Revealing your account password to others or allowing use of your account by others. 
This includes family and other household members when work is being done at home. 

7. Using a Village Pre-school E17 computing asset to actively engage in procuring or 
transmitting material that is in violation of sexual harassment or hostile workplace laws 
in the user's local jurisdiction. 

8. Making fraudulent offers of products, items, or services originating from any Village 
Pre-school E17 account. 

9. Effecting security breaches or disruptions of network communication. 

10. Circumventing user authentication or security of any host, network or account. 

11. Providing information about, or lists of, Village Pre-school E17 employees to parties 
outside 

Email and Communications Activities 

1. Sending unsolicited email messages, including the sending of "junk mail" or other 
advertising material to individuals who did not specifically request such material (email 
spam). 

2. Any form of harassment via email, telephone or paging, whether through language, 
frequency, or size of messages. 

3. Unauthorized use, or forging, of email header information. 

4. Solicitation of email for any other email address, other than that of the poster's 
account, with the intent to harass or to collect replies. 

5. Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type. 

6. Posting the same or similar non-business-related messages to large numbers of 
Usenet newsgroups (newsgroup spam). 

Blogging 

Blogging by employees, whether using the Village Pre-school E17's property and 
systems or personal computer systems, is not allowed without specific permission. 

 

 

 

 

 



Appendix D 

Cameras & mobile phones 

It is our intention to provide an environment in which children, parents and staff are safe 
from images being recorded and inappropriately used in turn eliminating the following 
concerns: 

1) Staff being distracted from their work with children 

2) The inappropriate use of mobile phone cameras around children 

 

Mobile Phones 

We have a clear policy on the acceptable use of mobile phones and cameras that 
is understood and adhered to by all parties concerned without exception. 

1. The Village Pre-school E17 allows staff to bring in personal mobile telephones and 
devices for their own use during their breaks. Under no circumstances does the pre-
school allow a member of staff to contact a current pupil or parent/carer using their 
personal device. 

2. Users bringing personal devices into nursery must ensure there is no inappropriate or 
illegal content on the device. 

3. All staff must ensure that their mobile telephones/devices are not carried with them 
whilst the pre-school is in session, but left in their locker throughout contact time with 
children. Staff bags should also be placed in the office unless requested by the manager 
to move them to another appropriate location 

4. Mobile phone calls may only be taken during staff breaks or in staff members’ own 
time. 

5. If staff have a personal emergency, they are free to use the setting’s phone or make a 
personal call from their mobile in the designated staff area of the setting . 

6. If any staff member has a family emergency or similar and required to keep their 
mobile phone to hand, prior permission must be sought from the Chair of the Committee 
or Manager. 

7. Staff (will need to) ensure that the Manager has up to date contact information and 
that staff make their families, children’s schools etc. aware of emergency work telephone 
numbers. This is the responsibility of the individual staff member. 

8. All parent helpers/students will be requested to place their bag containing their phone 
in the office and asked to take or receive any calls in an empty room or clear area away 
from children. 



9. During group outings nominated staff will have access to a nominated mobile phone 
agreed by the setting, which is to be used for emergency purposes only. Other staff are 
permitted to carry their mobile phones on outings for emergencies. 

10. It is the responsibility of all members of staff to be vigilant and report any concerns 
regarding the use of mobile phones to the Chair of Committee or Manager. Concerns 
will be taken seriously, logged and investigated appropriately (see Whistle Blowing 
policy). 

11. The manager or Chair of Committee reserves the right to check the image contents 
of a member of staffs mobile phone should there be any cause for concern over the 
appropriate use of it. 

12. Should inappropriate material be found then our Local Authority Designated Officer 
(LADO) will be contacted immediately. We will follow the guidance of the LADO as to the 
appropriate measures for the staff member’s dismissal. 

Cameras/Tablets 

Photographs taken for the purpose of recording a child or group of children participating 
in activities or celebrating their achievements is an effective form or recording their 
progression in the Early Years Foundation Stage. However, it is essential that 
photographs are taken and stored appropriately to safeguard the children in our care.  

1. Only the designated pre-school cameras are to be used to take any photo within the 
setting or on outings. 

2. Images taken on these cameras must be deemed suitable without putting the 
child/children in any compromising positions that could cause embarrassment or 
distress. 

3. All staff are responsible for the location of the cameras 

4. The cameras must be locked away in the office at the end of every day. 

5. Images taken and stored on the camera/tablet must be downloaded as soon as 
possible, ideally once a week to the Tapestry account and then deleted from memory. 

6. Camera images must only be down-loaded by the nominated senior member of staff 
or Office manager and deleted from the camera immediately.  

7. If the technology is available images should be downloaded on-site. Should this 
facilities not be available these may be downloaded off-site and erased from the device 
as soon as the images have successfully been printed. 

8. Photographs should then be distributed to members of staff (key persons) to record in 
children’s learning journeys. 

9. Under no circumstances must cameras of any kind be taken into the bathrooms 
without prior consultation with the Manager. 



10. If photographs need to be taken in a bathroom, i.e. photographs of the children 
washing their hands, then the Manager must be asked first and staff be supervised 
whilst carrying out this kind of activity. At all times the camera must be placed in a 
prominent place where it can be seen. 

11. Failure to adhere to the contents of this policy will lead to disciplinary procedures 
being followed. 

 


